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© A data processing system includes a plurality of

host systems and peripheral subsystems, particu-

larly data storage subsystems. Each of the data

storage subsystems includes a plurality of control

units attaching a plurality of data storage devices

such as direct access storage devices (DASD) for

storing data on behalf of the various host systems.

Each of the control units have a separate storage

path for accessing the peripheral data storage de-

vices using dynamic pathing. The storage paths can

be clustered into power clusters. Maintenance per-

sonnel acting through maintenance panels on either

the control units or the peripheral data storage de-

vices activate the sub-system to request reconfigura-

tion of the sub-system from all of the host systems

connected to the sub-system. The host systems can

honour the request or reject it based upon diverse

criteria. Upon each of the host systems approving

the reconfiguration, the sub-system 13 is reconfig-

ured for maintenance purposes. Upon completion of

the maintenance procedures, a second reconfigura-

tion request is sent to the host systems for causing

quiesce devices to resume normal operations.
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DEVICE INITIATED PARTIAL SYSTEM RECONFIGURATION

The present invention relates to a data pro-
cessing system using controllers to control the
transfer of data from central processing units to

peripheral devices adapted for automatic reconfig-

uration during operation in such a way that devices
can be removed from the system during main-
tenance with the system automatically reconfigur-
ing itself to continue operation.

As data processing needs of system users
grow, the number of peripheral devices supported
by a data processing system also grows. Multiple
data processing applications require a plurality of
various peripheral devices. The term "device", as
used herein, includes such components, whether or
not directly addressable, as control units, periph-
eral cache memories, communications apparatus,
data storage units such as direct access storage
devices (DASD), tape recorders, and the like. It

also includes separately maintainable portions
thereof as will become apparent. These devices
occasionally need maintenance of a type requiring
the device to be temporarily disconnected from the
data processing system.

The maintenance of peripheral devices has be-
come more difficult as data processing systems
become more complex. Often peripheral devices
are in rooms or on floors of a building separated
from the connected central processing units and
device controllers. The maintenance of a particular
peripheral device or of a section of devices under
the control of one control unit requires the co-
ordination of the operator at the system console
together with the maintenance personnel at the
control units and/or devices. When a maintenance
action is required on a device, the central process-
ing units (CPUs) must first be informed that the
maintenance is to take place. Information about the
extent of maintenance must be provided to the
central processing unit such that the processors
can take the necessary action to quiesce, i.e.,

cease communication with the use of subchannels
and channel paths that relate to the portion of the
device that is to be maintained "off line". This
action is necessary to maintain data integrity.

Several steps must be taken to notify all of the
central processing units or host systems of the
maintenance action and to determine when the
action can be performed. First, a service repre-
sentative or other maintenance person determines
the correlation between the physical portions of the
device to be maintained and the device numbers
and channel path identifiers that are affected for
each attached CPUs. Next, the service representa-
tive goes from CPU to CPU and enter appropriate

reconfiguration commands at each CPU to quiesce
the specified channel paths and I/O devices. Once
a particular device has been electrically discon-
nected or logically isolated from the system of

5 CPUs, the service representative then performs the
required maintenance. Finally, upon completing the
maintenance, the service representative goes from
CPU to CPU and enters appropriate reconfiguration
commands at each central processing unit to give

jo notification that the just-maintained device is again
available.

US-A- 4,195,344 discloses the use of a monitor
centre that permits the automatic supervision of the
configuration of a data processing system. This

is patent is representative of the relevant art in that if

it is necessary to disconnect or reconnect the
devices during the operation of a data processing
system for the purpose of maintenance, inspection,
or repair, it was necessary to inform the operating

20 system of the connection or disconnection by the
use of the identification number of the device. The
operator communicates with the data processing
system to report the disconnection and to order
reconfiguration of the devices for enabling the data

25 processing system to continue operation without
the devices. Although this patent disclosed a
means for automatically recognising that an error
was made in the connection or reconnection con-
dition of the device back into the system configura-

30 Won, no mention is made of the system automati-
cally reconfiguring for device maintenance nor is

there disclosure of automatic reconfiguration of the
system after maintenance is completed.

US-A- 4,660,141, US-A-4,604,690. US-A-
35 4,589,063, US-A-4,403,303, and US-A-4,070,704

describe processes for the reconfiguration of data
processing systems. Each of these processes re-
quires a reload and reinitialisation of the operating
system being used in the data processing system.

*>o For example. US-A- 4,604,690 discloses a process
for the reconfiguration of a data processing system
when a device is added to the system. The operat-
ing system is reloaded and reinitialised to reconfig-
ure the data processing system to begin commu-

45 nication with the newly added device. Although
useful to the addition of a new device to an already
present data processing system, such teaching is

not helpful when a device must be removed from
the system for maintenance.

so US-A- 4,207,609 discloses a method for path
independent reservation and reconnection of de-
vices to central processing units operating in a
multi-CPU and shared device access system envi-
ronment. Each peripheral control unit has informa-
tion identifying connected CPUs and their channel

0OCID: <EP 0308056A2J_>
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attachment. When the control unit is ready to com-

municate with a given CPU about a given device, it

may do so through anyone of several channels

which it knows are connected between the given

device and given CPU, This patent does not sug-

gest how to temporarily and automatically remove

a device from the system when maintenance is

required on that device.

In view of the foregoing, it is the principle

object of this invention to improve system reconfig-

uration apparatus and methods.

The present invention can be said to provide a

data processing system including one or more host

processors connected by one or more channels to

one or more peripheral sub-systems including one

or more devices or sections capable of external

servicing or replacement wherein the or each sub-

system is adapted to accept an external command

to the system to reconfigure a device or section

designated for service or replacement out of the

system or, when serviced or replaced, it or its

replacement into the system and to transmit such

command to all relevant connected hosts via all

relevant independently connected channels and to

receive from such hosts and to display externally

of the sub-system indications that the commanded

reconfiguration in or out has been completed.

Put another way, and in more detail, the

present invention can be said to provide a method

for selectively quiescing a device of a peripheral

sub-system having a manual input portion from

access by an attached host system of a data

processing system and wherein the peripheral sub-

system has a plurality of such devices;

the steps of:

generating in the peripheral sub-system a sub-

system configuration table indicating all sub-sys-

tem internal access paths to the devices for en-

abling access by the host system to the devices;

supplying the sub-system configuration table to the

host system and storing the sub-system configura-

tion table in such host system;

manually inserting into the peripheral sub-system a

request to quiesce a one of the devices for tem-

porarily preventing access to the one device by the

host system;

in the peripheral sub-system, generating a plurality

of reconfiguration requests relating to each possi-

ble access path between the host system and the

one device and sending all of the requests over the

respective possible access paths to the host sys-

tem;

in the host system, receiving and analysing all of

the received requests for determining permissibility

of the requested quiescence, if the analysing in-

dicates permitted quiescence, indicating such qui-

escence in all tables of the host system for the

respective access paths and supplying an indica-

tion to the peripheral sub-system that the data

processing system has been reconfigured enabling

the quiescence;

if the analysing indicates quiescence is not permis-

5 sible, then sending a message to the sub-system

that the quiescence is denied along with a reason

for the denial; and

in the sub-system, responding to all of the recon-

figuration indications to isolate the device and in-

w dicating to the manual input portion that reconfig-

uration has been completed for permitting access

to the device independently of the host system and

responding to any one of the quiescence denials

even with a number of reconfiguration indications

15 being received for indicating to the manual input

portion that reconfiguration has been denied.

An embodiment of this invention disclosed

hereinafter improves the maintenance of a data

processing system with a minimal amount of in-

20 terruption to system operation using system recon-

figuration with device independent self-descriptive

configuration information, removing peripheral de-

vices of a data processing system during a repair

action requiring disconnection of a device from the

25 data processing system and returning them when

appropriate.

This is accomplished by devices having a ca-

pability of sending signals to attached systems to

request that those systems take the necessary

30 steps to automatical^ quiesce a particular portion

of the device. The signals are initiated by a com-

mand entered by maintenance personnel at the

device console of the device to be maintained. The

device configuration information necessary for the

35 system to automatically quiesce use of a particular

portion of the device and thereby automatically

reconfigure is provided by the device to the host

system. At system initialisation, a command is ex-

ecuted on every channel path to obtain sub-system

40 configuration data to create a configuration record

in a host system.

An example of an implementation follows. A

maintenance service representative desiring to ser-

vice a device, or portion thereof, enters a main-

45 tenance command at a device console or input

portion. The command causes a signal requesting

attention to be sent by the device to each con-

nected CPU. After each CPU has responded to the

attention signal, the device sends to the CPUs

so information identifying particular portion(s) of the

device to be quiesced. The system responds to its

system configuration information to automatically

perform the necessary temporary reconfiguration.

After the reconfiguration has been attempted, a

55 command is executed which describes to the de-

vice the result of the reconfiguration attempt. Once

the quiesce is effected, the service representative

makes the necessary repairs knowing that the sys-
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tern will not attempt to access the particular portion
of the device being serviced. After maintenance is

completed, another command is entered at the
device console, this time activating the device to

signal the system to resume use of the previously
quiesced portion of the device. The resume func-
tion is performed in a fashion similar to that used to

originally quiesce the portion of the device being
serviced.

The present invention will be described further
by way of example with re'erence to an embodi-
ment thereof as illustrated .n the accompanying
drawings, in which:-

Figure 1 is a schematic illustration of a sys-
tem configuration which advantageously uses the
present invention;

Figure 2 is diagrammatic illustration of data
structures used to illustrate the present invention;
and

Figures 3 and 4 are machine operations
charts showing one implementation of the present
invention.

Referring now more particularly to the draw-
ings, like numerals indicate like features of the
invention shown in the various figures. The present
invention is described in a multi-host system envi-
ronment. A plurality of host systems 10 attach a
plurality of peripheral data storage subsystems 13.
Additionally, host systems 10 attach a plurality of
other peripheral subsystems 13A as is known.
Each of the host systems 10 includes a plurality of
channels CH 11, which respectively connect to the
peripheral subsystems 13, 13A. Each of the host
systems 10 may include one or more channel path
connections 11 to each of the subsystems 13, 13A.
Not ail peripheral subsystems are attached to all of
the host systems 10, while some of the sub-
systems are attached to a plurality of the host
systems 10. For facilitating data communications
between the respective host systems 10 and the
various subsystems, particularly data storage sub-
systems, so-called channel path grouping is em-
ployed. Such channel path grouping is described in

US-A- 4,207,609 and US-A-4,396,984. incorporated
by reference. In any channel path group, which
may include several channel paths CH 11, the host
system can request a peripheral action such as
data storage from a given sub-system 13. Sub-
system 13 may respond to the request over an-
other channel path within the path group. Such
dynamic pathing is controlled in part by the storage
subsystems as explained in '609. The dynamic
pathing may extend across a plurality of storage
subsystems 13 as explained in '609 and as con-
templated in the present description.

Each of the storage subsystems 13 includes a
control unit, also referred to as a storage control

14. Each of the control units 14 includes a plurality
of channel attachments 15 which are electrically
and logically connected to the channel paths 1 1 of
the respective host systems 10. The purpose of the

5 control units 14 )s to intercouple the host systems
10 on a selected basis to anyone of a plurality of
data storage devices as shown in the drawing. A
plurality of direct access storage devices (DASD)
16-19, are connected to the control units 14 for

io data communications with the various host systems
10. Each of the DASD 16-19 have two accessing
mechanisms or head arms for accessing a plurality
of data storing disk surfaces (not shown). Addition-
ally, each peripheral DASD mcludes two indepen-

'5 dently addressable disk files (disk recorders and
players) with each of the disk files having two of
the accessing mechanisms. This arrangement is
found in the IBM 3380 data storage units and is

represented by the alphabetic characters A and B
20 in the symbol 16-19.

Each of the control units 14 can be constructed
in a manner similar to that used for constructing
the IBM 3880 type of control units. It is preferred
that the models 23 and 21 represent the hardware

25 construction of the control units which are im-
proved by practicing the present invention. Each of
the control units includes two storage directors
herein referred to as storage paths and an auxiliary
control which serves as a support facility for the

30 storage paths in their respective control units 14.
For example, storage paths 22 and 23 are in - *ft-

hand control unit of Figure 1 while storage paths 24
and 25 are in the right-hand control unit. Each
storage path includes a microprocessor and asso-

35 ciated electronic circuits for transferring data sig-
nals between the DASDs 16-19 and the various
host systems 10. Controls 32 and 33 in the respec-
tive control units 14 provide for general control of
the control units 14 including maintenance proce-

•w dures in the form of diagnostic circuits. A pair of
tables 34, 35 in the respective control units 14
contain a joint array structure as described in co-
pending, commonly assigned application (TU9-86-
013) and path group information corresponding to

*s the dynamic pathing memory 25 of US-A-
4.207.609. Double-headed arrow 36 represents the
electrical and logical interconnections between con-
trol units 14 for achieving the communications re-
presonted in US-A- 4.207,609 and as contemplated

so in the present description. All of the internal por-
tions of the control units 14 including attachments
15, storage paths 22-25, controls 32. 33 and tables
34, 35 are ail electrically and logically .ntercon-
nected as is known and as is practiced in the IBM

55 3880 storage controls.

The electrical and logical connections between
the control units 14 and the DASD 16-19 uses a
so-called string connection when characterised by

DOCIO: <EP 030805 6A2_
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a string controller which is attached to the respec-

tive DASDs in the string. As an example, numerals

27-30 represent respective string connections be-

tween the control units 14 and the DASDs 16-19.

Each of these connections includes a controller

(not shown, such as the controller used with the

IBM 3380 storage unit) for providing control and

data transfers for the DASDs 16-19 by the control

units 14. The illustrated interconnections of the

control units 14 and the DASDs 16-19 shown in

Figure t is arbitrary; the significant thing is that

several of the DASDs are connected to the two

subsystems, i.e., there are cross-connections. The

storage paths 22-23 are arranged in power clusters.

Each cluster is independently powered. The clus-

tering is arbitrary and based upon system needs.

For example, storage paths 22 and 24 may be in

one cluster while storage paths 23 and 25 can be

in a second storage path cluster. Also, paths 22

and 23 may be in a single cluster while paths 24

and 25 can be in a single cluster. The present

invention, as will become apparent, accommodates

such power clustering in quiescing and resuming

device operations in the subsystems 13. The con-

trol units 14 provide for dynamic path selection

between DASD 16-19 and the various channel path

groups. For example, a first dynamic path extend

from one of the channels of host system 10

through a channel attachment 15 to storage path

23 thence to DASD 16. An alternate path for host

system 10 is through a separate channel path 11 to

an attachment 15 thence storage path 24 in a

different power cluster and different control unit 14,

thence over string 29 to DASD 16. The selection of

such dynamic paths is under control thereof the

subsystems 13. Of course the storage paths 23

and 24 can access any of the DASDs which they

are connected by the various string connections.

Further, tables 34, 35 can be in separate power

clusters along with the storage paths. Therefore a

failure of one power cluster allows the subsystems

13 to operate from but one of the tables.

In accordance with the invention, a command

request initiated in a peripheral sub-system 13 is

transmitted to the cognisant host systems 10 for

quiescing portions of the subsystems for facilitating

maintenance or other related procedures. Quiesc-

ing is making a resource such as a device as

defined above to become not available to any of

the host systems 10. In host processor vernacular

quiescing is equivalent to varying a device off-line.

Upon completion of the maintenance procedure, a

resume command/request is sent from the sub-

system 13 to the cognisant host systems 10 in-

dicating that normal operations with the quiesced

device may be resumed.

The channel command and data structures in

host systems 10 and subsystems 13 as detailed in

Figure 2 are next described. The channel com-

mands are those commands supplied by a host

system 10 through a channel path CH 11 to a sub-

system 13 for performing a desired or requested

5 operation. Generally such operations include data

transfer commands, diagnostic commands, etc.

U.S. Patent 4,574,346 shows a plurality of channel

commands which are incorporated into a single

channel command called reconfiguration data

w (RCD) as used in the present description. In im-

plementing the present invention, such RCD chan-

nel command is expanded to include the later

described function.

It is also to be understood that the tables of the

js various host systems 10 used for addressing, as is

well known, are not shown in Figure 2 for purposes

of simplicity.- Such addressing tables include ad-

dresses and access controls associated with chan-

nel path grouping as described above. In practicing

20 the present invention in its best mode, each of the

host systems 10 includes a sub-system internal

configuration record which is obtained from the

respective subsystems 13, 13A upon system in-

itialisation as described with respect to Figure 3. A

25 form of the RCD channel command is used for

establishing this host system record. A command

structure 40 includes a RCD field 41 which iden-

tifies the channel command as a RCD command.

Each sub-system 13 responds to the RCD 40 com-

30 mand to supply internal configuration data indi-

cated by numerals 45. 46 as node element de-

scriptors and node element qualifier, respectively.

The resultant host system 10 record generated by

the sub-system 13 response 45, 46 is host record

35 70. Firstly, the response portion 45 for the node

element descriptor (NED) is a formal resulting in a

transmission of a plurality of descriptors for respec-

tive node elements or devices of the respective

subsystems 13.

40 NED 45 includes a plurality of fields headed by

the identifier FID (format identification) 47 which

identifies whether the following data is for a NED or

for an NEQ. FID 47 identifies message portion 45

as a NED. When FID 47 is equal to one, one of the

45 DASD devices 16-19 is being described in the NED
45. When FID 47 is equal to two. the entire DASD
16-19 is being described, i.e.. a storage facility.

When FID 47 is equal to three, a controller 22-25 is

being described. Other values of FID 47 identify

so yet other node elements or devices which are

selectively separable from the sub-system for

maintenance purposes while allowing resume on

field T to continue. When FID 47 is equal to four,

the NED is a token NED. This NED is used to

55 uniquely identify a sub-system. This NED will be

the same for ail devices that attach to the same

controller and all controllers that attach to the same

device. Field T, when one, indicates that the NED

0308056A2 I >



9 EP 0 308 056 A2 10

is a token NED. This is a one when FID 47 is equal
to four. Field VSN 49 indicates that the serial

number for the device is a valid serial number, i.e.,

machine readable. For example, in each of the
DASDs 16-19. the machine serial number may be
recorded on one of the data bearing record sur-
faces, may be in an EPROM of the DASD, may be
on a pin board or other form of mechanical indica-
tors which are electrically sensible. The storage
path serial numbers may be constituted in a similar
manner or may be on a diskette (not shown) reada-
ble by the respective controls 32. 33 during system
initialisation and then stored in the tables 34. 35. It

is apparent that various forms of machine readable
serial numbers may be employed. Field SSN 50
indicates that the serial number included with the
current NED 45 is a substitute serial number, i.e.,

is not one assigned to the device that is machine
readable. SSN 50 is set to unity only when the
device represented by NED 45 is not machine ;

readable. Field NED-type 51 indicates the char-
acter and type of device represented by NED 45.
When field 51 is equal to zero, the type is un-
specified. In the present embodiment an
unspecified-type device is a storage facility such 2

as DASDs 16-19 taken as a group. When field 51 is

equal to unity, then portions A or B of a DASD 16-

19 related configuration is being defined. When
field 51 is equal to two, a storage control type of
control unit 14 is having its internal configuration 3,

being described. Other NED-type 51 values rpay
also be used for further defining configuration of
the subsystems 13. Field unit type 52 defines the
manufacturer's type number assigned to the unit
being defined. For example, for a storage facility, a 3;

type number is an IBM 3380, for a storage control
a type number is 3880, etc. Field unit model 53
identifies the model number within the type. For
example, for a 3880 type storage control, unit
models may extend from model 1 through model 4c

23, etc. depending upon the capability and internal
configurations of such control units. The manufac-
turer (MFR) of the device is identified in field MFR
54. The manufacturing sequence number (SEQ
NO) is included in field 55. The information for ^5
fields 52-54 is permanently stored in the respective
.units as vital product data and is, therefore, ma-
chine readable. Field NEID 56 is a node element
identification. This field contains a number or other
symbol to uniquely identify devices that have the 50
same assigned or machine readable serial number.
For example, portions A and B of DASD 16 share a
common serial number for the storage facility

DASD. In a similar manner, storage paths 22 and
23 share the same serial number of storage control 55
or control unit 14. As an example, NEID 56 for
storage path 22 may be zero while for storage path
23 may be unity.

Message portion NEQ 46 includes field FID 60
which identifies the message portion as an NEQ.
Both FID 47 and FID 60 may respectively identify
different types of NEDs and NEQs. respectively.
Field RS 61 is a record selector for use with
embodiments beyond a present description. Field
CHID 62 identifies the channel paths 1 1 in accor-
dance with a control unit address and position
within attachments 15. For example, when the pair
of subsystems 13 each of the control units 14 can
include up to eight separate attachment circuits
within attachments 15. Therefore, the pair of sub-
systems can include up to sixteen channel path
attachments. CHID 62 then includes the address of
the control unit or sub-system and a hexadecimal
character indicating which of the channel adapters
of attachment 16 is connected to the respective
channel 11 of a host system 10. Single byte field
CH TOT 63. when set to unity, disables a channel
(CH) time out timer (TOT) within the channel adapt-
er identified by CHID 62. In a similar manner,
single byte field CH FC 64. when set to unity,
disables the channel status checking for the device
adapter identified in CHID 62. Field SSID 65 con-
tains the identification number of the sub-system
13. Such SSID can be assigned by the data pro-
cessing environment and is not a serial number or
manufacturer assigned number. Field PC ID 66 is a
two byte field for identifying a path or cluster as
described above. Field unit ADDR 67 contains the
unit address of a device being qualified by NEQ.
46, The unit address is also termed a device ad-
dress and is the coating or address used by a host
system 10 to address the device when accessing a
device through a channel 11. In contrast, field PHY
ADDR 68 contains a physical (PHY) address of the
device within a sub-system 13. Each of the control
units 14 include a table matching the physical
address to the unit address for accessing the re-
spective devices. Therefore, it is seen that the
response consisting of a plurality of NED's 45
along with an NEQ 46 gives to a host system 10
internal configurational data for enabling qutescing
and resuming operations of devices within a sub-
system 13.

Each of the host systems 10 apply the com-
mand 40 through all of the subsystems which in-

corporate the facilities of the present invention.
Each of the host systems 10 generate a configura-
tional table 70 for storage in the respective host
systems. Each NED 45 results in a separate entry
in the configurational table 70. The NED entries 71
of the host table 70 include a validity bit V 72 for

indicating that an NED record exists at the memory
address of the internal memory (not shown) of the
respective host system 10. Byte field S 73 when
set to unity indicates that the device being de-
scribed is a standard device as used in connection

6
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with the data processing environment. When equal

to zero, a non-standard device is indicated. Byte

field R 74 when unity indicates a real device while

a zero indicates a virtual device. In the present

embodiment, all devices are real devices. Field

type 75 indicates the type of unit. The information

in this field is derived from NED-type 51. Field

model 76 contains the unit type and unit model

information from field 52 and 53, MFG field 77

contains the information of the manufacturer from

field 54. SN field 78 contains the information from

field 55. In the event a serial number and a sepa-

rate manufacturing sequence number (two different

numbers) are assigned, then field SEQ 80 contains

the manufacturing sequence number while SN field

78 contains the assigned marketing or product

serial number. It is assumed in this instance that

the sequence number of field 55 is equivalent to a

product serial number. LOC field 79 breaks out the

manufacturing location information contained in

field 54, i.e., field 54 indicates the manufacturer's

name and the plant identification at which the unit

was made. Elipsis 81 indicates other fields may be

added to this host record.

NEQ record 84 includes SSID field 85 which

stores the information contained in field 65. SP

field 86 identifies the storage path associated with

the NEDs 71 and is obtained from field 66. Fields

87 and 88 respectively contain the unit and phys-

ical addresses from field 67 and 68. Elipsis 89

indicates that additional fields in the record may be

employed.

Now that the host systems 10 have sufficient

configurational data in order to automatically

quiesce (vary off) and resume (vary on) devices

within a sub-system 13. A comparable data struc-

ture mechanism is provided for implementing the

quiesce and resume functions. PSF command 92

is a host system 10 command supplied to a sub-

system 13 in response to a later described atten-

tion signal to request information concerning a

quiesce or resume. Field 93 is a command modi-

fier "RSRQ which is a sub-system reconfiguration

request which is addressed to a unit address in-

dicated in field 94. The commanded sub-system 13

responds to the PSF command 92 to send an RRQ
(read reconfiguration for quiesce) information in-

dicated by numeral 97. FMP field 98 indicates the

format of the RRQ. i.e., whether it corresponds to

an NED type 0, 1 or 2 as explained above with

respect to NED 71 and NED information 45. Field

98 is used to address which of the records 71

corresponds to the RRQ 97. Field CEQ 99 is a

byte when set to unity indicates that the RRQ
relates to a channel path quiesce. Correspondingly.

CPR field 100 corresponds to a channel path re-

sume request. DQ 101 corresponds to a device

quiesce, i.e.. a portion A or 8 of a storage facility

or DASD 16-19 as being quiesced. Correspond-

ingly, DR field 102 is a device resume request.

SPQ 103 is a so-called inform storage path

quiesce. This field indicates that a storage path will

s be quiesced. but that an alternate storage path in

the same power cluster is available for accessing

devices accessible through the storage path being

quiesced. Similarly, field SPR 104 is an informed

storage path resume. Optional field WHY 105 in-

;o dicates the reason for the RRQ' 97 such as inoper-

ative device, degraded device, routine mainten-

ance, etc. Fields 106 and 107 are respectively NED
and NEQ byte maps for identifying which of the

NEDs and NEQs stored in host record 70 need be

is accessed. MSGID 108 is a field containing a mes-

sage identification assigned to the RRQ as later

described. CID field 109 gives the channel attach-

ment of attachments 15 identification as described

above for CHID 62.

20 The host systems 10 receiving RRQ 97 form

the machine operations described in Figure 4.

Upon completion of those operations, a response is

sent by each of the host systems 10 to the re-

questing subsystems 13 in a message WRS 111

25 (write configuration status) which indicates whether

or not the requested reconfiguration has been ef-

fected in the host system tables 70 as well as other

addressing tables (not shown) as are used by host

system 10, or if the reconfiguration failed or is not

30 permitted as will become apparent. Field CONF
COM 112 is a byte field, when set to unity, in-

dicates that the requested configuration change

has been completed. Field REQ COM 113 indi-

cates that the request, such as a resume request.

35 has been completed. NO field 114 indicates that

the host system 10 is not honouring the requests

and the quiesce resume is not supported by that

host system. This means that the quiescing cannot

proceed without further activity beyond the scope

40 of the present description. Fields 115 through 118

indicate the reason for the no-byte 114 being sent

ERR field 115 indicates that a host detected an

error either in the format or in the information

contained in the received RRQ 97. Based upon that

45 error, the host cannot proceed with the reconfigura-

tion. OD field 116 indicates that the machine or

data processing system operator has denied the

request, then maintenance personnel will have to

confer with the operator which is beyond the

so present description. LP field 117 indicates reconfig-

uration is denied because the reconfiguration would

remove the last accessed path to portions of the

sub-system, again activity beyond the scope of the

present description is called for based upon this

55 denial of reconfiguration. DA field 1 18 indicates that

the reconfiguration cannot proceed because the

device identified in the RRQ 97 is currently in an

allocated state, i.e.. being used by the host system

7
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10 responding or another host system 10. SID field

119 contains the host system 10 identification as-

signed to it in the data processing environment
This is a user assigned number and not a manufac-
turer's assigned number. This system identification

is used by personnel for identifying which host
system 10 caused the reconfiguration to fail. Field

126 contains the unit address corresponding to the
unit address in PSF command 92. CHPID field 127
identifies the channel path that received the atten-

tion RRQ 97. The CHPID is a channel path iden-
tification corresponding to identification CHID 62.
MSGID field 122 contains the contents of MSGID
field 108 such that the controller can relate the
WRS 11 1 to the RRQ 97.

i

Figure 3 illustrates the machine operations in

both the sub-system 13 and the host system 10
along with maintenance actions closely associated
therewith for implementing the present invention in

the Figure 1 illustrated data processing system 2

employing the data structures of Figure 2. The first

actions occur during data processing system in-

itialisation. It is assumed that the various sub-
systems 13 have completed their respective in-

itialisations including microprogram loading. It is 2

also assumed that host systems 10 initialisation

has been respectively completed and that the host
systems 10 in the process of querying the various
subsystems 13 and 13A for establishing control
data tables in the respective host systems. A single 3t

host system 10 command is incorporated at 126 in

the host system initialisation processing. The re-

configuration data command RCD is issued at step
127 to each of the subsystems for obtaining the
NED and NEQ responses 45, 46. The respective 35

subsystems 13 complete their response enabling
each requesting host system 10 to build the host
record or table 70 at step 128. Upon completion of
initialisation, normal data processing operations en-
sue at 129. ^

During day-to-day operations of a data pro-
cessing system, maintenance and other operating
personnel observe the operations of devices in

sub-system 13. If a maintenance need is deter-
mined as at step 130, then a message is sent into 45
sub-system 13 as indicated by arrow 131. Controls
32. 33 are programmed to respond to the com-
mands and have connections to the various por-
tions of the sub-system 13 for acquiring status
information and for performing maintenance related so
functions. Additionally, controls 32, 33 communi-
cate with host system 10 through the storage paths
22-25 for sending the response 45, 46 to the RCD
command 40, sending the RRQ request and receiv-
ing the WRS host response. Each RRQ 97 request 55
has a unique MSGID which is returned in the WRS
111. This allows the controller to determine which

hosts have responded to the RRQ 97. The control-
ler can be a single or multi-path controller. The
maintenance person will either:

A) want to take down a cluster for controller
maintenance.

- On single path controller, the controller must be
quiesced for both SPs.
- On multi-path controller, the controller must be
quiesced.

or

B) want to take down a path for ODC or
controller maintenance.
- On single path controller, quiesce the controller
for the path needed.
- On multi-path controller, quiesce the controller.
- This is because other SP in cluster can pick up
all the work without the host being aware that the
resource was lost.

or

C) want to repair the device, quiesce the
device.

Such commands include a request to quiesce
a controller, resume a controller, quiesce a storage
path and resume a storage path, quiesce a device
and resume a device, request status (the controls
32, 33 then display the status corresponding to the
received WRS 111 to a supplied MSGID), cancel a
request (RRQ is cancelled) as well as other com-
mands not related to the present invention. When a
quiesce request is cancelled, controls 32. 33 cause
a corresponding storage path 22-25 to send an
RRQ 97 re-establishing or resuming normal oper-
ations. Such command insertion locations are dia-
grammatically illustrated in Figure 1 bv the arrows
132 for the DASD 16-19 and arrows :33 for con-
trols 32, 33. Such insertion points may be a sepa-
rate console or control panel as usually found on

• peripheral equipments, may also merely constitute
a receptacle into which a cable connected to a
diagnostic computer is inserted. Other forms of
command inputs are readily available and can be
easily envisioned.

Controls 32. 33 respond to a receive command
as indicated at step 132 by activating a corre-
sponding storage path 22-23 to send an attention
signal (presentation of status information can be
obtained from the IBM OEMI manual) indicating a
message from the controller is waiting to be read.
One attention signal is supplied over a channel
path in each of the channel path groups as set
forth in *609 and any channel path that is not a
member of a multiple channel path group. A time
out timer (TOT, not shown) of controls 32. 33 is set
at step 135. Typically, time out is measured in

minutes. If not all of the host systems 10 respond
when the timer times out. then a message is given
to the maintenance personnel indicating that fact.

8
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Maintenance personnel then can cause the device

to be isolated for maintenance purposes. Upon
completion of steps 132 and 135, normal oper-

ations ensue as indicated by numeral 136 awaiting

the responses from each of the host systems 10

channel path group. This means a given host sys-

tem 10 which has for example two channel path

groups, will send two responses to the requesting

sub-system 10. one for each of the channel path

groups. If all eight channels of a host system 10

are individually operating, i.e., not a member of a

channel path group, then the host system 10 re-

sponds with eight WRS 1 1 responses.

The host system 10 action to each received

RRQ 97 is illustrated in steps 137 through 142. At

step 137, the receiving host system recognise the

attention signal with the request for reconfiguration.

It then supplies to the requesting sub-system 13

for each received attention signal the PSF com-
mand 92 which indicates to sub-system 10 to send

a message. The sub-system responds at step 138

to send the message, which is a RRQ 97, over the

indicated channel path. The message type indi-

cates that it is a RRQ 97. Note that the PSF 92

command can come over one channel path of a

channel path group while the RRQ 97 returns over

another channel path to the host processor within

that same channel path group. At step 141, the

host responds to the RRQ to attempt to quiesce

the paths or devices as further explained later in

Figure 4. Upon completion of step 141, the re-

sponding host system 10 sends WRS 111 at step

142 to the sub-system 13. The travel path of WRS
111 is first to the storage path 22-25, then to

controls 32, 33 which then update the JAS in tables

34, 35. Ail of the above described actions are

represented in Figure 3 by numeral 144. Numeral
143 indicates that various actions within both the

host system 10 and the sub-system 13 may occur

during these times. At decision step 145, control 32
or 33 determine whether or not NO field 114 of

WRS 111 is equal to unity. If it is equal to unity,

the attempted reconfiguration is refused or has

failed with a suitable message being supplied to a

maintenance panel readable by the maintenance

personnel. Such messages will include the SID

119, unit ADR 126 and CHPID 129 of WRS 1 1 1 as

well as other pertinent information. If the NO field

114 is zero, then at step 147 the control 32 or 33

determine whether or not all of the responses from

the several RRQ 97 sent to host systems 10 have

been received or if all the responses have not yet

been received reconfiguration cannot proceed.

Therefore, normal operations are returned to as

indicated at end point 148. If ail the responses
have been received, then at step 149 control 32 or

33 "fences" the device to be isolated. This is both

a logical and electrical fence for enabling main-

tenance personnel to access the identified device

for maintenance exercising or repair. Upon fencing

the device, a message (MSG) is also sent to the

maintenance panel along with the other pertinent

5 information of WRS 111 for reading by the main-

tenance personnel so that maintenance can quickly

proceed.

Upon completion of the maintenance as in-

dicated at numeral 150, maintenance personnel

to supply a resume command as indicated by arrows

132, 133 for enabling the resume of operations.

When the resume command goes to a DASD 16-

19, the DASD supplies the resume command over

one of its string connections 27-30 to control 32.

is Control 32 or 33 responds to the resume command
to unfence the fenced device. Upon completion of

the unfencing, control 32 or 33 activates a storage

path 22-25 as indicated by arrow 151 to supply an

attention signal with the reconfigure modifier to all

20 of the host systems 10 that received the previous

RRQ 97 at step 132. Again, there is one RRQ 97
sent to each access channel or channel path

group. If some of the channels or channel path

groups became inoperative in step 132, then those

25 channels or channel path groups will not receive

the RRQ 97. If on the other hand some of the

channel path or channel path groups became ac-

tive since step 132, then the RRQ 97 sent at step

152 will go to those channels and channel path

30 groups as well. In step 152, the phrase "two hosts"

indicate a plurality of messages as above stated. A
time out timer is set at step 153. Other operations

ensue as indicated by numeral 154. The host sys-

tems 10 respond as above described for the

35 quiesce request. Such host actions are represented

at step 155 and correspond to the steps 137-142

except that reconfiguration is for resuming or set-

ting up access to the previously quiesced device.

Upon completion of the reconfiguration, control 32

40 or 33 will send a message to the maintenance

personnel as indicated at step 149 indicating that a

device resume has been completed. When a time

out timer expires either for a quiesce or resume,

the time out timer activates control 32 or 33 for

45 completing the sub-system, 13 machine operations

as if all the responses had been received. For a

quiesce request, the time out timer wake up signal

supplied is indicated by arrow 146 causing control

32 or 33 to execute step 147 and then step 149

so even though ail of the responses have not yet been

received.

Figure 4 illustrates the host system action in

response to each RRQ 97. The RRQ 97 is received

from step 137 of Figure 3. The host system 10

55 clears a message area at step 160 for building

WRS 111. First host system 10 checks to see if an

error has occurred in RRQ 97, If at step 161 such

an error occurs, then at step 162, host system 10

9
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accesses the just cleared message area (not

shown but resides in main memory of the host
system) 160 for setting ERR field 115 to unity. The
host system then proceeds to step 173 for setting

NO field 114 to unity. Then the WRS 111 is built at

step 179 and sent to the sub-system 13 at step
142. When the quiescing host system 10 finds no
error in RRQ 97 at step 161, it then sends a
message to the console at step 163 for the benefit

of the data processing system operator. The oper-
ator in most instances control over whether or not a
reconfiguration is permitted. The console operator
will respond to the quiescing host system 10 using
a console message which is received by the pro-
gram causing the quiescing which program is in

the operating system of the host system. If the
console message indicates that the operator has
denied the requested reconfiguration, the host sys-
tem 10 proceeds from step 164 to step 165 for

setting OD field 116 of WRS 111 to unity. It then
proceeds to the previously described steps 173,
179. If the operator does not object to reconfigura-
tion, then the host system 10 proceeds from step
164 to step 167 to examine its configuration tables
such as tables 70 and other addressing tables used
in the host system 10 such as in connection with

practicing the invention for patent "609. If a last

pass to portions of the sub-system 13 is removed,
then reconfiguration should not proceed. Accord-
ingly, host system 10 at step 168 sets LP field 117
of WRS 111 to unity, then proceeds to steps 173,

179. If the reconfiguration does not result in re-

moval of a last access path at step 167, host
system 10 at step 170 determines whether or not
the device is allocated to access to one of the
DASD 16-19. Such device can be allocated wheth-
er it be a storage path 22-25, etc. If an allocation is

effected (note that the dynamic pathing may avoid
an adverse effect on an allocation of device 16-19
by removal of a storage path 22-25 from the acces-
sed paths;, then host system 10 proceeds to step
175 for changing its path access table. Upon com-
pletion of those changes, a console message is

sent to the operator as indicated by arrow 176. If

on the other hand an allocation is impacted nega-
tively, then at step 171 host system 10 sets DA
field 118 of WRS 111 to unity, then proceeds to

step 173. 179. Upon its successful completion of a
reconfiguration by changing the path access tables
within the host system 10 which impact the unit

address indicated in field 87 of the host record 70.
host system 10 sets NO field 114 to zero, then
proceeds to building WRS 179. Note that the unit

address of WRS 111 corresponds to the unit ad-
dress in fie;: 37 of the host record 70 accessed
during the reconfiguration.

From the above it can be seen that reconfig-
uration is automatically performed by commands

entered into the peripheral sub-system 13 with all

of the connected host systems 10 updating their

table for effecting the logical reconfiguration without
negatively impacting the data processing system

5 data integrity. It should be noted that there is one
host record 70 for each unit address 87 in each of

the subsystems 13 which employ apparatus for

implementing the present invention. Such records
occur in each of the host systems 10 connected to

io the sub-system 13.

While the invention has been particularly
shown and described with reference to preferred
embodiments thereof, it will be understood by
those skilled in the art that various changes in form

'5 and details may be made therein without departing
from the scope of the appended claims.

Claims
20

1. A data processing system including one or
more host processors connected by one or more
channels to one or more peripheral sub-systems
including one or more devices or sections capable

25 of external servicing or replacement, wherein the or
each sub-system is adapted to accept an external
command to the system to reconfigure a device or
section designated for service or replacement out
of the system or. when serviced or replaced, it or

jo its replacement into the system and to transmit
such command to ail relevant connected hosts via

all relevant independently connected channels and
to receive from such hosts and to display exter-
nally of the sub-system indications that the com-

35 manded reconfiguration in or out has been com-
pleted.

2. A system as claimed in claim 1 wherein
each sub-system which supports a plurality of ad-
dressable devices includes, in combination:

4Q in each of the devices, a command input portion
for receiving commands independently of the host
system;

reconfigure request means in the sub-system, op-
erative^ coupled to the input portions for receiving

**5 input commands indicating that a given one of the
devices is to be maintained in an off-line condition
which prevents access to the device by the host
system to generate a quiesce request or alter-

natively is to be restored to addressability to gen-
so erate a corresponding device quiesce/restore re-

quest;

communication means to send to the host system
the device quiesce.restore request;

there being

55 configuration control means in the host system
having a configuration table and being operatively
coupled to the communication means to receive
such device quiesce/restore request and. respon-
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sive thereto, to determine whether or not to allow

such quiesce/restore request and to effect the ap-

propriate reconfiguration in the host system when

allowable and record same in the host system

configuration table, removing or restoring addres-

sability to the device; and

response means in the configuration control means

to generate a write system status command and to

supply the same to the communication means in-

dicating host system approval or denial of the

requested reconfiguration.

3. A system as claimed in claim 2, wherein

there are a plurality of channel paths extending

between one host system and one peripheral sub-

system, of which predetermined ones of the chan-

nel paths are logically grouped, the communication

means including means for sending a request over

each of the channel paths which are includable into

an access path between the host system and a the

device to be quiesced excepting that in the channel

paths belonging to a group of channel paths the

request is sent over any single one of the channel

paths within the respective group of channel paths.

4. A system as claimed in claim 3. wherein one

peripheral sub-system includes a plurality of pro-

grammed control units and a larger plurality of

peripheral units, the reconfiguration request means

including the communication means in each of the

control units, which are independently operable to

make reconfiguration requests;

each of the control units including devices within a

access path of the peripheral sub-system which are

path devices and each of the peripheral units in-

cluding at least one device which is a peripheral

device with interconnections between the control

units and the peripheral units such that each pe-

ripheral unit can be accessed by any one of a

plurality of path devices in either of the control

units;

each of the control units having a configuration

path for each of the peripheral devices which in-

cludes identification of all internal access paths of

the sub-system including identification of the path

devices and further including a configuration path

for each of the path devices which of the peripheral

devices are accessible via the respective path de-

vice; and

the communication means sensing the maps for

determining which of the channel paths and chan-

nel path groups to send the request over to the

host system.

5. A system as claimed in any preceding claim,

further including, in combination;

means in each of the control units having access to

the configuration maps and operative when the

system is initialised to supply a copy of all of the

configuration maps to the host system; and

the configuration control means in the host system

receiving the configuration maps and storing same

and accessing same during the analysis for exam-

ining the configuration map to determine the effect

of the reconfiguration and changing the maps
5 whenever the reconfiguration is approved.

6. A system as claimed in claim 5, further

including, in combination:

an operator console connected to the host system

for providing communication between and operator

jo and a host system; and

the reconfiguration control means in the host sys-

tem being coupled to the console and for each

request received for reconfiguration supplying a

message to the console for obtaining approval of

;s the operator for such requested reconfiguration be-

fore approving such requested reconfiguration.

7. A system as claimed in claim 5 or claim 6,

wherein the configuration control means is oper-

atively coupled to the stored configuration maps

20 and having analysis means performing the analysis

including examining the stored configuration maps

to ascertain whether the requested configuration

would remove the last access path to any of the

devices and approving the reconfiguration only if at

25 least one access path remain for any of the de-

vices in the sub-system.

8. A system as claimed in any of claims 5 to 7,

wherein the configuration controls in the host sys-

tem have error control means for analysing each of

30 the received requests for reconfiguration for detect-

ing errors in the request and if an error is detected

in any one of the received requests not approving

such one received request.

9. A system as claimed in any of claims 5 to 8,

35 wherein the host system includes an operator con-

sole and the host system has a plurality of ad-

dressing tables; query means in the response

means of the configuration control means for send-

ing inquiries to the console for obtaining host oper-

40 ator permission, for examining a received reconfig-

uration request for detecting error and for determin-

ing the last path of access to a device affected by

the reconfiguration request and sending a denial

indication to the response means whenever any of

45 the queries indicate no operator permission, a last

path exists or an error exists; the response means

sending the denial information as a part of the write

system status command.
10. A system as claimed in claim 9. further

so including identification means in the response

means for adding to the write system status com-

mand information identifying the access path and

the host system which gave the denial.

11. A system as claimed in claim 4, wherein

55 each of the control units includes a single com-

mand input portion acting as the command input

portions for all of the path devices .within such

control unit; each of the common command input
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portions including programmed means constituting

the reconfigure request means and the commu-
nication means; and a plurality of peripheral units

attached to the control units for communication
therewith and each of the peripheral units including

at least one of the peripheral devices and having a
peripheral common command input portion for all

of the devices within the respective peripheral unit

as constituting the command input portions of the

respective devices and including means for sup-
plying reconfiguration requests received from the

respective peripheral common command input por-

tions to the communication means for relaying to

the host system via one of the path devices in a
one of the the access paths to the device being
reconfigured from the host system.

12. A system as claimed in any of claims 2 to

11, wherein, instead of the devices having a com-
mand input portion, the command input portion can
come from a single host console to allow the

controller to coordinate removal of resource from
all attached host systems.

13. In a method for selectively quiescing a
device of a peripheral sub-system having a manual
input portion from access by an attached host

system of a data processing system and wherein
the peripheral sub-system has a plurality of such
devices;

the steps of:

generating in the peripheral sub-system a sub-
system configuration table indicating all sub-sys-
tem internal access paths to the devices for en-
abling access by the host system to the devices;
supplying the sub-system configuration table to the

host system and storing the sub-system configura-

tion table in such host system;
manually inserting into the peripheral sub-system a
request to quiesce a one of the devices for tem-
porarily preventing access to the one device by the

host system;

in the peripheral sub-system, generating a plurality

of reconfiguration requests relating to each possi-
ble access path between the host system and the

one device and sending all of the requests over the

respective possible access paths to the host sys-
tem;

in the host system, receiving and analysing all of

the received requests for determining permissibility

of the requested quiescence, if the analysing in-

dicates permitted quiescence, indicating such qui-

escence in all tables of the host system for the

respective access paths and supplying an indica-

tion to the peripheral sub-system that the data
processing system has been reconfigured enabling
the quiescence;

if the analysing indicates quiescence is not permis-
sible, then sending a message to the sub-system
that the quiescence is denied along with a reason

for the denial: and
in the sub-system, responding to all of the recon-

figuration indications to isolate the device and in-

dicating to the manual input portion that reconfig-

s uration has been completed for permitting access
to the device independently of the host system and
responding to any one of the quiescence denials

even with a number of reconfiguration indications

being received for indicating to the manual input

to portion that reconfiguration has been denied.

14. A method as claimed in claim 13. wherein
a plurality of access paths extend between the

attached host system and the peripheral sub-sys-
tem including a plurality of access paths within the

15 peripheral sub-system such that the host system
can through dynamic pathing access any of the

devices through one or more of the access paths;

further including the steps of:

grouping the access paths into path groups such
20 that a host request or command signal sent to the

sub-system can be responded to over any of the

accessed paths within a path group; and
sending one reconfiguration request to the host
system for all of the paths in each path group and

25 sending a single request over each of the access
path not a member of a given path group.

5. A method as claimed in claim 13 or claim

14, wherein the peripheral sub-system has unit

devices at the end of each of the access paths with

30 the unit devices being addressable by the host

system and a plurality of path devices in the re-

spective access paths;

the steps of:

varying off any of the devices including the path
05 device unless a vary off of the path device re-

moves a last path of access to a one of the unit

devices.

16. A method as claimed in any of claims 13 to

15, further including the possible steps of:

jo in the host system generating a denial message for

transmittal to the peripheral sub-system and includ-

ing in the denial message an identification of the

access path over which a reconfiguration request
was received from the peripheral sub-system and

45 identification of the attached host system generat-

ing the denial with a reason, therefore, the reason
being selected from the group of operator denial,

last path is erased or an error exists in the configu-

ration request.

so 17. A method as claimed in any of claims 3 to

16, wherein the reconfiguration request can equally

be a request to resume operation of a quiesced
device.
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